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ARTICLE INFO  Abstract 

 
The purpose of this study is to develop the Cloud ERP 
Cybersecurity Assessment Framework (CECAF) to systematically 
evaluate cybersecurity capabilities in cloud ERP platforms. The 

framework was developed through the synthesis of academic 
literature, internationally recognised cybersecurity standards, 
cybersecurity capability maturity assessment principles, and 

cloud ERP-specific cybersecurity requirements, and 
demonstrated through an evidence-based assessment of Infor 
CloudSuite using publicly available official technical 

documentation. The findings demonstrate that CECAF enables a 
structured, transparent, and reproducible evaluation of 
cybersecurity capabilities across multiple assessment domains. 

The study contributes by introducing an analytical assessment 
framework tailored to cloud ERP platforms and by highlighting 
the methodological importance of documented technical 

evidence for objective cybersecurity capability assessment. The 
framework provides practical guidance for cybersecurity 
evaluation and comparative assessment of cloud ERP platforms. 
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Introduction 
 
Digital transformation has fundamentally reshaped 
how organisations design, integrate, and manage 
business processes, making cloud Enterprise 

Resource Planning (ERP) platforms key enablers of 
organisational agility, scalability, and innovation 
(Ivanović & Marić, 2021; Lee et al., 2024). 

Organisations are replacing traditional on-premises 
ERP systems (Klaus et al., 2000) with cloud ERP 
platforms to improve operational efficiency, cross-

functional integration, and data-driven decision-
making (Lee et al., 2024; Llivisaca-Villazhañay et al., 
2025). Their strategic value depends not only on 

their functional and technical capabilities but also 
on their successful organisational adoption and 
effective use within business processes (Sternad 

Zabukovšek & Bobek, 2025). 
 

The widespread adoption of cloud ERP platforms 
has increased cybersecurity challenges. Unlike 
traditional ERP systems, cloud ERP platforms 

operate within highly interconnected digital 
ecosystems characterised by shared responsibility 
models, third-party integrations, cloud-native 

architectures, and continuous data exchange. 
Consequently, cybersecurity has evolved from a 
technical concern into a strategic organisational 

capability supporting business continuity, 
regulatory compliance, operational resilience, and 
organisational trust (Anica-Popa et al., 2024; Lee et 

al., 2024; NIST, 2024). 

 
Despite the growing importance of cybersecurity in 

cloud ERP platforms, assessing cybersecurity 
capabilities remains a significant challenge. 
Existing cybersecurity standards and frameworks, 

including ISO/IEC 27001, the NIST Cybersecurity 
Framework (CSF 2.0), Zero Trust Architecture, and 
the Cloud Security Alliance Cloud Controls Matrix, 

 

guide organisational cybersecurity management. 
However, these frameworks were developed 
primarily for cybersecurity governance and risk 

management rather than for evidence-based 
assessment of cybersecurity capabilities in cloud 
ERP platforms (Rose et al., 2020; Bertino, 2021; 

ISO/IEC, 2022; NIST, 2024; Cloud Security Alliance, 
2024). 
 

Furthermore, existing research has predominantly 
focused on cybersecurity risks, security controls, 
cloud ERP adoption, or individual technological 

solutions, while comparatively limited attention has 
been devoted to developing analytical approaches 
to cybersecurity capability assessment in cloud ERP 

platforms (Anica-Popa et al., 2024; Khokrale, 2025; 
Qazi et al., 2026). Although recent studies recognize 
the importance of assessing cybersecurity capability 

maturity, they offer limited methodological 
guidance on systematically, transparently, and 

reproducibly assessing cybersecurity capabilities 
using documented technical evidence (Brezavšček 
& Baggia, 2025; Liyanage et al., 2024). 

Consequently, a research gap exists regarding the 
availability of an analytical assessment framework 
specifically designed for evidence-based 

cybersecurity capability assessment in cloud ERP 
platforms. 
 

To address this gap, this study develops the Cloud 
ERP Cybersecurity Assessment Framework (CECAF) 
to provide an evidence-based assessment of 

cybersecurity capabilities in cloud ERP platforms. It 
demonstrates its application by assessing Infor 
CloudSuite using publicly available technical 

documentation. The study contributes by (1) 
developing an analytical assessment framework 
synthesising established cybersecurity standards, 

capability maturity principles, and cloud ERP 
requirements; (2) demonstrating its application to a 
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contemporary cloud ERP platform; and (3) 
highlighting the value of transparent technical 
documentation for objective and reproducible 

cybersecurity assessment. The remainder of the 
paper presents the theoretical background, 
methodology, assessment results, discussion, and 

conclusions. 
 

Theoretical Background 
 
Evolution of ERP Systems 

 
ERP systems were originally developed to overcome 
organisational information silos by integrating 
fragmented business functions into a unified 

information system. Their primary objective was to 
standardise business processes, establish a single 

source of organisational data, and support 
information sharing across functional areas, 
enabling greater operational efficiency, reduced 

data redundancy, and coordinated decision-making 
(Klaus et al., 2000). 
 

As organisations accelerated their digital 
transformation initiatives, ERP systems evolved 
from transactional systems into enterprise-wide 

digital platforms that support organisational agility, 
process innovation, data-driven decision-making, 
and integration with advanced digital technologies. 

Contemporary ERP solutions increasingly 
incorporate business intelligence, advanced 
analytics, artificial intelligence, robotic process 

automation, and the Internet of Things (IoT), 
extending their role beyond process integration to 
become key enablers of digital transformation and 

long-term business competitiveness (Ivanović & 
Marić, 2021; Khan et al., 2025; Sternad Zabukovšek 
& Bobek, 2025). 

 

The transition to cloud computing represents the 
latest stage in this evolution. Cloud-native ERP 
platforms provide scalability, flexibility, 

accessibility, and continuous software innovation 
while reducing infrastructure management 
requirements. As components of broader digital 

ecosystems integrating cloud services, external 
partners, mobile technologies, artificial 
intelligence, and data-driven business processes, 

they fundamentally transform the architecture and 
operational context of ERP systems. However, their 
extensive connectivity also expands the 

cybersecurity attack surface, making cybersecurity a 
strategic prerequisite for organisational resilience 
and the successful operation of cloud ERP platforms 

(Lee et al., 2024). 
 
Unlike traditional on-premises ERP systems, cloud 

ERP platforms operate within highly interconnected 
digital infrastructures characterised by distributed 

services, external integrations, mobile access, and 
shared cloud resources. These characteristics 
substantially increase cybersecurity complexity, 

making security an essential organisational 
capability rather than merely a technical 
requirement. Understanding these characteristics, 

therefore, provides the foundation for examining 
the cybersecurity challenges associated with cloud-
based ERP platforms. 

 
Cloud-Based ERP Systems  
 

The evolution of cloud computing has transformed 
the architecture, deployment, and management of 
ERP systems. Unlike traditional on-premises 

solutions that require dedicated hardware and 
software infrastructure, cloud ERP platforms are 
primarily delivered via Software-as-a-Service (SaaS) 
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models, enabling organisations to access enterprise 
applications via cloud infrastructure maintained by 
external service providers. This deployment model 

offers scalability, flexibility, lower infrastructure 
costs, automatic software updates, rapid 
implementation, and improved accessibility, making 

cloud ERP an attractive option for organisations of 
all sizes (Demi & Haddara, 2018; Lee et al., 2024). 
Beyond a different deployment model, cloud ERP 

represents a fundamental shift in the role of 
enterprise systems within digital organisations. 
Cloud ERP platforms operate as cloud-native digital 

platforms that support continuous innovation and 
interoperability while integrating enterprise 
processes with customer relationship management, 

supply chain management, IoT, artificial 
intelligence, business analytics, and external digital 
services through standardised application 

programming interfaces (APIs) and cloud 
integration services. This connectivity enhances 

organisational agility, accelerates digital 
innovation, and supports data-driven decision-
making (Lee et al., 2024; Llivisaca-Villazhañay et al., 

2025). 
 
However, the same characteristics that create 

business value also increase cybersecurity 
complexity. Compared with traditional ERP 
environments, cloud ERP platforms operate within 

distributed infrastructures characterised by shared 
cloud resources, external integrations, remote 
access, mobile connectivity, and continuous data 

exchange. Consequently, security responsibilities 
are shared between cloud service providers and 
customer organisations, introducing challenges 

related to identity and access management (IAM), 
multi-tenancy, third-party dependencies, cloud 
misconfigurations, APIs, and increasingly 

sophisticated cyberattacks. Cybersecurity, therefore, 
becomes a strategic organisational capability rather 

than merely a technical requirement (Demi & 
Haddara, 2018; Lee et al., 2024). 
 

These characteristics distinguish cloud ERP 
platforms from traditional enterprise applications 
and explain why conventional cybersecurity 

approaches are insufficient for cloud-native ERP 
environments. Understanding these characteristics 
provides the foundation for identifying appropriate 

cybersecurity mechanisms and assessment 
frameworks. 
 

Cybersecurity Challenges in Cloud-Based ERP 
Platforms 
 

The migration of ERP systems to cloud 
environments has transformed organisational 
cybersecurity requirements. Unlike traditional on-

premises ERP systems operating within relatively 
isolated corporate infrastructures, cloud ERP 

platforms are embedded in highly interconnected 
digital ecosystems characterised by cloud services, 
mobile access, external APIs, third-party 

integrations, and distributed data processing. While 
these characteristics enhance organisational 
flexibility and digital innovation, they also expand 

the cybersecurity attack surface and increase 
exposure to sophisticated cyber threats (Anica-Popa 
et al., 2024; Lee et al., 2024). 

 
One of the principal cybersecurity challenges is the 
rapid expansion of potential attack vectors. Cloud 

ERP platforms continuously exchange data across 
organisational boundaries while supporting remote 
work, mobile devices, supplier integration, customer 

portals, and cloud-based applications. As a result, 
cyber attackers increasingly exploit vulnerabilities 
across cloud infrastructure, APIs, connected 

applications, and third-party services rather than 
targeting only the ERP application itself. Recent 
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studies identify ransomware, phishing attacks, cloud 
misconfigurations, supply chain attacks, and API 
vulnerabilities among the most critical threats 

affecting cloud ERP platforms (Anica-Popa et al., 
2024; Khokrale, 2025). 
 

Identity and access management (IAM) has 
therefore become one of the most critical security 
domains in cloud ERP platforms. Because these 

platforms support geographically distributed users, 
external partners, contractors, and mobile access, 
organisations require robust authentication, 

authorisation, and continuous identity verification. 
Traditional perimeter-based security models are 
increasingly insufficient, while identity-centric 

approaches based on multi-factor authentication, 
least-privilege access, privileged access 
management, and continuous verification have 

become essential for protecting enterprise 
resources against unauthorised access and insider 

threats (Rose et al., 2020; Bertino, 2021). 
Cloud ERP has also changed organisational 
responsibility for cybersecurity. Under the shared 

responsibility model, cloud providers typically 
secure infrastructure and platform services. At the 
same time, customer organisations remain 

responsible for user management, access control, 
data governance, application configuration, 
regulatory compliance, and organisational security 

policies. Effective cloud ERP cybersecurity, 
therefore, requires coordinated governance rather 
than isolated technical controls (Singh & Sharma, 

2021; NIST, 2024). 
 
Beyond technical protection, contemporary 

literature increasingly recognises cybersecurity 
resilience as a strategic organisational capability. 
Organisations must continuously monitor security 

events, detect anomalies, respond rapidly to 
incidents, and recover critical business operations. 

As cloud ERP platforms support mission-critical 
business processes, cybersecurity has evolved from 
an operational IT function into an essential 

component of organisational resilience and 
enterprise governance (Anica-Popa et al., 2024; 
NIST, 2024). 

 
These challenges demonstrate that securing cloud 
ERP platforms requires more than isolated technical 

controls. Organisations need integrated 
cybersecurity frameworks combining governance, 
identity management, data protection, monitoring, 

incident response, and organisational resilience. 
The following section, therefore, reviews the 
principal cybersecurity frameworks that provide the 

theoretical foundation for assessing cybersecurity 
capabilities in cloud ERP platforms. 
 

Cybersecurity Frameworks for Cloud-Based ERP 
Platforms 
 
The increasing complexity of cloud ERP 
environments has stimulated the development of 

cybersecurity frameworks that provide 
organisations with structured guidance for 
managing cyber risks. Rather than relying on 

isolated technical controls, contemporary 
frameworks integrate governance, risk 
management, identity protection, continuous 

monitoring, incident response, and organisational 
resilience. Although they were not specifically 
developed for cloud ERP platforms, they provide a 

valuable theoretical foundation for assessing 
cybersecurity capabilities. 
 

From a governance perspective, cybersecurity is 
regarded as an organisational capability requiring 
strategic management rather than merely a 

technical function. The NIST Cybersecurity 
Framework (CSF) 2.0 organises cybersecurity 
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activities into six interconnected functions—Govern, 
Identify, Protect, Detect, Respond, and Recover—
supporting organisational cyber resilience 

throughout the cybersecurity lifecycle (NIST, 2024). 
Similarly, ISO/IEC 27001 defines requirements for 
implementing an Information Security Management 

System (ISMS) based on continuous risk assessment, 
governance, and improvement. Together, these 
frameworks emphasise that cybersecurity should be 

embedded within organisational governance 
structures and business processes rather than 
treated as an isolated technical responsibility 

(ISO/IEC, 2022). 
 
The migration of enterprise systems to cloud 

environments has challenged traditional perimeter-
based security models. As cloud ERP platforms 
support geographically distributed users, mobile 

devices, external partners, cloud services, and APIs, 
the assumption of trusted internal networks has 

become increasingly obsolete. Zero Trust 
Architecture (ZTA) addresses these challenges by 
continuously verifying the "never trust, always 

verify" principle (Rose et al., 2020). It emphasises 
identity and access management (IAM), multi-factor 
authentication (MFA), least-privilege access, 

privileged access management, and continuous 
authentication as key mechanisms for protecting 
enterprise resources against unauthorised access 

and insider threats (Bertino, 2021). Recent studies 
further highlight the growing importance of 
identity-centric security in cloud ERP environments 

(Mushtaq et al., 2025). 
 
Contemporary cybersecurity extends beyond 

preventing cyberattacks to ensuring the continuous 
operation of organisational processes. This 
perspective emphasises continuous monitoring, 

threat detection, incident response, business 
continuity, and recovery capabilities. Modern cloud 

ERP platforms, therefore, require security 
approaches capable of maintaining operational 
continuity during cybersecurity incidents. Security 

monitoring, security information and event 
management (SIEM), automated threat detection, 
vulnerability management, backup strategies, 

disaster recovery, and organisational learning are 
recognised as essential components of resilient 
cloud ERP platforms (NIST, 2024; Anica-Popa et al., 

2024). Cybersecurity should therefore be evaluated 
not only by the technical controls implemented, but 
also by an organisation's ability to detect, respond 

to, and recover from cyber incidents. 
 
Although these frameworks provide complementary 

perspectives for managing organisational 
cybersecurity, none were specifically designed to 
evaluate cybersecurity capabilities in cloud ERP 

platforms. Cloud ERP environments introduce 
domain-specific characteristics, including 

enterprise process integration, cloud-native 
architectures, shared responsibility models, and 
extensive third-party connectivity. Consequently, 

assessing cybersecurity capabilities requires an 
analytical framework that integrates governance, 
identity-centric protection, and operational 

resilience into a unified assessment. Building on 
these complementary perspectives, this study 
develops the Cloud ERP Cybersecurity Assessment 

Framework (CECAF). 
 
Key Cybersecurity Mechanisms for Cloud-Based ERP 
Platforms 
 
The increasing complexity of cloud ERP 

environments has shifted organisational 
cybersecurity from isolated technical safeguards to 
integrated security mechanisms that collectively 

protect enterprise applications, business processes, 
and organisational data. Rather than relying on 
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individual security controls, cloud ERP cybersecurity 
combines complementary mechanisms to address 
identity protection, data security, continuous 

monitoring, governance, and organisational 
resilience, thereby establishing a multilayered 
security architecture for cloud-native enterprise 

environments. 
 
Identity has become the primary security perimeter 

in cloud ERP environments. Unlike traditional on-
premises systems protected by network boundaries, 
cloud ERP platforms support geographically 

distributed users, external partners, suppliers, 
mobile devices, and cloud services. Consequently, 
identity and access management (IAM) has become 

one of the most critical cybersecurity mechanisms 
for controlling access to enterprise resources. Multi-
factor authentication (MFA), single sign-on (SSO), 

privileged access management (PAM), role-based 
access control (RBAC), and least-privilege principles 

provide continuous identity verification and reduce 
unauthorised access, identity theft, credential 
misuse, and insider threats (Rose et al., 2020; 

Bertino, 2021). 
 
Protecting enterprise data remains a core objective 

of cloud ERP cybersecurity. As sensitive 
organisational information is exchanged across 
cloud services, applications, and external 

stakeholders, organisations must ensure data 
confidentiality, integrity, and availability 
throughout their lifecycle. Encryption of data at rest 

and in transit, cryptographic key management, 
secure backup strategies, data integrity verification, 
and secure cloud storage are widely recognised as 

fundamental mechanisms for protecting enterprise 
information. These controls are particularly 
important under shared responsibility models, 

where organisations remain responsible for 
 

protecting business data despite outsourcing 
infrastructure management to cloud providers 
(NIST, 2024; ISO/IEC, 2022). 

 
Cloud ERP cybersecurity also depends on 
continuous monitoring rather than periodic security 

assessments. Modern security architectures 
integrate logging, Security Information and Event 
Management (SIEM), vulnerability management, 

automated alerting, behavioural analytics, and AI-
supported threat detection to identify suspicious 
activities, correlate security events, and accelerate 

incident detection (Anica-Popa et al., 2024; Dwivedi 
et al., 2021). 
 

Effective cybersecurity also requires governance 
mechanisms integrating organisational policies, 
regulatory compliance, security auditing, risk 

management, and continuous security assessment. 
These mechanisms establish organisational 

responsibilities, support compliance, and provide 
the foundation for implementing technical security 
controls (NIST, 2024; ISO/IEC, 2022). 

 
Finally, organisational resilience has become an 
essential component of cloud ERP cybersecurity. 

Preparedness, incident response, business 
continuity, disaster recovery, recovery testing, and 
organisational learning enable organisations to 

minimise operational disruption and restore critical 
ERP services following cybersecurity incidents, 
thereby strengthening organisational resilience 

(NIST, 2024; Anica-Popa et al., 2024). 
 
Collectively, these complementary cybersecurity 

mechanisms provide the theoretical foundation for 
developing the Cloud ERP Cybersecurity 
Assessment Framework (CECAF), which synthesises 

governance, identity protection, data security, 
 



 
NAŠE GOSPODARSTVO / OUR ECONOMY 72 (3) 2026 

 

97 
 

monitoring, and resilience into a structured 
analytical approach for assessing cybersecurity 
capabilities in cloud ERP platforms. 

 

Research Methodology 
 
Research Design 
 

This study employs a qualitative case research 
design to assess cybersecurity capabilities in a 
Cloud ERP environment systematically. A 

qualitative case research is appropriate because 
cybersecurity represents a complex, context-
dependent phenomenon shaped by technological 

architecture, governance mechanisms, security 
controls, and organisational practices. Rather than 
examining individual security features or testing 

causal relationships, the study evaluates 
cybersecurity capabilities within a real-world Cloud 
ERP platform by applying the proposed CECAF to 

the Infor CloudSuite case research. 
 
Building on the identified research gap, the CECAF 

was developed by synthesising academic literature, 
internationally recognised cybersecurity standards, 
and industry best practices. The framework 

provides a structured approach for evaluating 
cybersecurity capabilities across predefined 
assessment domains using documented technical 

evidence and a capability maturity model. This 
enables a consistent evaluation from 
organisational, technical, and operational 

perspectives (Becker et al., 2009; ISO/IEC, 2022; 
NIST, 2024). 
 

A case research design is particularly appropriate 
because cybersecurity capabilities cannot be 
adequately evaluated outside their technological 

context. Cloud ERP platforms integrate 
interconnected security mechanisms, including 

application security, security monitoring, incident 
response, and governance (Yin, 2018). 
 

The research followed a four-phase process. First, 
the literature was reviewed to identify 
cybersecurity requirements and assessment 

domains relevant to Cloud ERP platforms. Second, 
these findings were synthesised into the CECAF. 
Third, the framework was applied to the selected 

case through systematic evidence collection and 
capability assessment. Finally, the results were 
analysed to identify cybersecurity strengths, 

potential vulnerabilities, and opportunities for 
improvement. This process establishes a 
connection between the theoretical foundations, 

the analytical framework, and the empirical 
evaluation, enhancing the methodological rigour 
and reproducibility of the study. 

 
Research Context: Infor CloudSuite Industrial 
 
The selected case is Infor CloudSuite Industrial 
(Infor CSI), a cloud-native ERP platform primarily 

designed for manufacturing organisations. It 
integrates core business processes, including 
production planning, procurement, inventory 

management, supply chain management, finance, 
customer relationship management, and quality 
management, within a unified cloud environment. 

As a SaaS solution, Infor CSI incorporates 
embedded cybersecurity mechanisms supporting 
secure data management, user authentication, 

access control, regulatory compliance, and 
continuous service availability. 
 

Infor CSI was selected for three reasons. First, it 
represents a contemporary Cloud ERP platform with 
cybersecurity capabilities aligned with 

internationally recognised security standards and 
current cloud security practices. Second, its 
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architecture integrates multiple layers of 
cybersecurity controls, including IAM, encryption, 
application security, infrastructure protection, 

security monitoring, and governance, providing an 
appropriate environment for cybersecurity 
assessment. Third, the platform is widely adopted 

in manufacturing organisations, making the 
findings relevant to comparable Cloud ERP 
implementations. 

 
The assessment focuses on cybersecurity 
capabilities embedded within the platform rather 

than organisation-specific security policies or 
implementation practices. Accordingly, the CECAF 
was applied to evaluate documented cybersecurity 

mechanisms while minimising the influence of 
organisation-specific factors that may differ across 
individual implementations. 

 
The unit of analysis is the cybersecurity capability 

of the selected Cloud ERP platform. Rather than 
evaluating individual security features in isolation, 
the assessment examines how governance 

mechanisms, technical safeguards, operational 
controls, and compliance measures collectively 
contribute to overall cybersecurity capability. This 

holistic perspective enables a consistent 
assessment across the six CECAF domains. 
 

Cloud ERP Cybersecurity Assessment Framework 
(CECAF) 
 

The cybersecurity assessment was conducted using 
the CECAF. Developed through the synthesis of 
academic literature, internationally recognised 

cybersecurity standards, and industry best 
practices, the CECAF provides a structured 
instrument for evaluating cybersecurity capabilities 

in Cloud ERP platforms. Rather than proposing a 
new cybersecurity framework, it operationalises 
established cybersecurity principles into a 

consistent analytical assessment methodology. Its 
development was informed by ISO/IEC 27001:2022, 
the NIST Cybersecurity Framework (CSF 2.0), the 

Cloud Security Alliance Cloud Controls Matrix 
(CCM), and recent research on cybersecurity 
challenges and maturity assessment in Cloud ERP 

platforms (ISO/IEC, 2022; NIST, 2024; Cloud 
Security Alliance, 2024; Anica-Popa et al., 2024; 
Qazi et al., 2026). 

 
The CECAF translates cybersecurity requirements 
identified in the literature into six complementary 

assessment domains representing the principal 
organisational, technical, and operational 
dimensions of Cloud ERP cybersecurity. By 

organising predefined domains and representative 
assessment criteria, it supports a systematic, 

transparent, and repeatable evaluation while 
enabling cybersecurity capabilities to be assessed 
holistically rather than as isolated security controls. 

This multidimensional perspective is consistent 
with previous research advocating structured 
cybersecurity assessments in cloud environments 

(Almorsy et al., 2016; Sunyaev, 2020). 
 
Unlike recent approaches that focus primarily on 

benchmarking or ranking ERP platforms, the CECAF 
emphasises an evidence-based assessment of 
cybersecurity capabilities within a selected Cloud 

ERP environment. It supports the evaluation of 
governance mechanisms, technical safeguards, 
operational controls, and compliance practices 

through a consistent analytical methodology (Qazi 
et al., 2026). The structure of the CECAF is 
presented in Table 1. 
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Table 1 
CECAF: Assessment Domains, Representative Assessment Criteria, Evidence Sources, and Capability Assessment 

 
Assessment 

Domain 
Representative Assessment Criteria Typical Evidence 

Capability 
Assessment 

Identity and 
Access 
Management 
(IAM) 

User authentication, Multi-Factor 
Authentication (MFA), Role-Based Access 
Control (RBAC), Single Sign-On (SSO), 
privileged access management, password 
policies 

System configuration, 
security settings, vendor 
documentation, and 
administration guides 

Level 1–5 

Data Protection 
and Privacy 

Encryption at rest, encryption in transit, 
key management, backup and recovery, 
data retention, privacy controls 

Encryption documentation, 
backup policies, compliance 
reports, and technical 
documentation 

Level 1–5 

Infrastructure and 
Network Security 

Network segmentation, firewalls, secure 
cloud infrastructure, vulnerability 
management, endpoint protection, and 
infrastructure hardening 

Infrastructure documentation, 
security architecture, 
vulnerability reports, cloud 
configuration 

Level 1–5 

Application 
Security 

Secure software development, patch 
management, API security, application 
configuration, security testing, and secure 
integrations 

Release notes, patch 
documentation, API 
documentation, security 
configuration 

Level 1–5 

Security 
Monitoring and 
Incident Response 

Logging, audit trails, security monitoring, 
alerting, incident response procedures, 
threat detection 

Audit logs, monitoring 
dashboards, incident 
response documentation, and 
security reports 

Level 1–5 

Governance, Risk, 
and Compliance 

Security governance, risk management, 
compliance certifications, security 
policies, third-party assurance, and audit 
support 

Security policies, compliance 
certificates, audit 
documentation, governance 
reports 

Level 1–5 

Source: Developed by the authors based on ISO/IEC (2022), NIST (2024), Cloud Security Alliance (2024), Anica-Popa et al. (2024), and Qazi et al. (2026). 

Each representative assessment criterion was 
evaluated using a five-level Capability Maturity 

Model (CMM). The CMM assesses the extent to 
which cybersecurity capabilities are implemented, 
formalised, monitored, measured, and continuously 

improved. Applying a common maturity scale 
ensures consistency across assessment domains 

and facilitates comparison of cybersecurity 
capabilities. The use of maturity-based assessment 

is consistent with established maturity model 
research (Paulk et al., 1993; Becker et al., 2009) and 
recent cybersecurity assessment approaches for 

Cloud ERP systems (Qazi et al., 2026). The 
capability maturity levels are presented in Table 2. 
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Table 2 
Capability Maturity Levels Used in the CECAF 

Assessment 

 
Capability 

Level 
Description 

Level 1 – 
Initial 

Cybersecurity practices are informal, 
limited, and primarily reactive. 
Security controls are implemented 
inconsistently or only after security 
incidents occur. 

Level 2 – 
Managed 

Basic cybersecurity controls have 
been implemented and are managed, 
although processes remain only 
partially standardised and are 
applied inconsistently across the 
platform. 

Level 3 – 
Defined 

Cybersecurity policies, procedures, 
and technical controls are formally 
documented, standardised, and 
consistently implemented 
throughout the platform. 

Level 4 – 
Managed and 
measured 

Cybersecurity capabilities are 
continuously monitored, measured, 
and periodically reviewed using 
defined security metrics and 
performance indicators to support 
proactive management. 

Level 5 – 
Optimized 

Cybersecurity capabilities are 
continuously improved through 
automation, advanced monitoring, 
proactive risk management, and the 
systematic adoption of security best 
practices. 

Source: Adapted from Paulk et al. (1993), Becker et al. (2009), and Qazi et 
al. (2026). 

 
Each capability rating was supported by 
documented evidence, including observable 

security features, system configuration settings, 
vendor technical documentation, compliance 
documentation, administrative guides, audit 

reports, and other verifiable sources. This evidence-
based approach reduces evaluator subjectivity, 
strengthens consistency, and improves assessment 

repeatability (Yin, 2018; ISO/IEC, 2022). 
 

The CECAF integrates governance mechanisms, 
technical safeguards, operational controls, and 
compliance practices into a single analytical 

framework for evaluating cybersecurity capabilities. 
The resulting capability profile provides a 
structured basis for identifying cybersecurity 

strengths, potential vulnerabilities, and 
opportunities for improvement. 
 

Data Collection, Assessment Procedure, and 
Research Quality 
 

The cybersecurity assessment was based on 
multiple sources of evidence to ensure a 
comprehensive evaluation of the selected cloud 

ERP platform. Consistent with evidence-based case 
research, information was collected from publicly 
available vendor documentation, technical 

implementation guides, security configuration 
documentation, compliance reports, official 

knowledge base articles, product release 
documentation, and other official information 
describing the cybersecurity capabilities of Infor 

CSI (Yin, 2018). 
 
Using multiple evidence sources enabled 

methodological triangulation by verifying 
cybersecurity capabilities through different types of 
documentation rather than relying on a single 

source. Whenever possible, individual assessment 
criteria were supported by multiple sources of 
evidence. The collected evidence was organised 

according to the six assessment domains of the 
CECAF before the capability assessment. 

 
The assessment followed a four-stage procedure. 
First, the collected evidence was reviewed and 
classified according to the six CECAF assessment 
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domains. Relevant security mechanisms, 
governance practices, technical safeguards, and 
compliance features were identified for each 

assessment criterion. Second, the documented 
evidence was evaluated against the representative 
assessment criteria presented in Table 1. Third, 

each assessment criterion was assigned a capability 
maturity level using the five-level CMM presented 
in Table 2. Capability ratings were based 

exclusively on documented evidence. Finally, the 
individual assessments were synthesised into an 
overall cybersecurity capability profile identifying 

cybersecurity strengths, potential weaknesses, and 
opportunities for improvement. 
 

The collected evidence was analysed qualitatively 
using the CECAF. Cybersecurity capabilities were 
evaluated against predefined assessment criteria 

and maturity levels, with a focus on their presence, 
completeness, and maturity across the six 

assessment domains. Particular attention was given 
to aligning governance mechanisms, technical 
controls, operational security practices, and 

compliance measures to provide an integrated 
assessment of cybersecurity capability. The 
findings were synthesised into domain-level 

assessments and an overall cybersecurity capability 
profile. 
 

Several measures enhanced the quality and 
credibility of the assessment. First, the CECAF 
provided predefined assessment domains, 

representative criteria, evidence requirements, and 
the CMM, ensuring consistency throughout the 
evaluation. Second, each capability rating was 

supported by documented, verifiable evidence from 
multiple official sources, thereby strengthening 
methodological triangulation and reducing 

subjective interpretation (Yin, 2018). Third, the 
 

predefined capability maturity levels enabled 
consistent evaluation across all assessment 
domains and facilitated comparison of 

cybersecurity capabilities (Becker et al., 2009; Paulk 
et al., 1993). Finally, the explicit documentation of 
the assessment procedure, evaluation criteria, and 

evidence sources supports replication of the 
methodology and application of the CECAF to other 
Cloud ERP platforms. Although based on a single 

case research, the framework provides a structured 
and transferable approach for future cybersecurity 
assessments. 
 

Results 

 
To achieve the research objective, the CECAF was 

applied to assess Infor CSI's cybersecurity 
capabilities across six assessment domains. The 
assessment was based exclusively on documented 

technical evidence obtained from official vendor 
documentation, security administration guides, API 
documentation, compliance documentation, and the 

Infor Trust Center. Capability maturity levels were 
assigned solely on documented evidence rather 
than vendor claims. 

 
The assessment indicates that Infor CSI 

demonstrates a high level of cybersecurity 
capability. Four of the six assessment domains 
achieved Capability Maturity Level 4 (Managed), 

while two achieved Level 3 (Defined). These 
findings indicate that cybersecurity is systematically 
supported through technical controls, centralised 

administration, and governance mechanisms. The 
lower maturity levels reflect limitations in publicly 
available technical evidence rather than 

deficiencies in cybersecurity capabilities. 
Consequently, Level 3 assessments should be 
interpreted as evidence limitations within the 
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CECAF rather than lower security maturity. 
 
Table 3 summarises the cybersecurity capability 

profile produced by the CECAF. The strongest 
capabilities were identified in IAM, Application and 
Platform Security, Integration and API Security, and 

Compliance, Governance and Resilience, where 
extensive technical documentation supports mature 

security controls. Lower maturity levels were 
assigned to Data Protection and Privacy and 
Monitoring, Logging, and Auditability because 

several advanced capabilities could not be fully 
verified using publicly available documentation. 
Consequently, the assessment reflects both 

implemented cybersecurity controls and the 
availability of documented technical evidence. 

 

Table 3 
Cybersecurity Capability Profile of Infor CSI Based on the CECAF Assessment 

 
CECAF Assessment 

Domain 
Assessment Dimensions Key Technical Evidence CMM Level 

Identity and Access 
Management (IAM) 

Authentication; Authorisation; 

Identity Federation; Access 

Governance 

MFA, RBAC, SAML federation, 

centralized identity administration 

Level 4 – 

Managed 

Application and 
Platform Security 

Infrastructure Security; Secure 

Configuration; Vulnerability 

Management; Platform Protection 

Secure cloud infrastructure, centralized 

security configuration, vulnerability 

management, and platform protection 

Level 4 – 

Managed 

Data Protection 
and Privacy 

Data Encryption; Data Lifecycle 

Protection; Backup and Recovery; 

Privacy Protection 

Data protection controls, backup and 

recovery processes, privacy framework, 

and GDPR compliance 

Level 3 – 

Defined 

Integration and API 
Security 

API Authentication; Secure 

Communication; API Management; 

Integration Security 

OAuth 2.0 authentication, API Gateway, 

HTTPS communication, secure system 

integration 

Level 4 – 

Managed 

Monitoring, 
Logging and 
Auditability 

Audit Logging; Security 

Monitoring; Event Traceability; 

Incident Support 

Audit logging, event traceability, 

operational monitoring, vulnerability 

reporting 

Level 3 – 

Defined 

Compliance, 
Governance and 
Resilience 

Regulatory Compliance; Security 

Governance; Business Continuity; 

Risk Management 

ISO certifications, SOC assurance 

reports, business continuity planning, 

security governance 

Level 4 – 

Managed 

Source: Authors’ assessment based on Infor (2020, 2023, 2024, n.d.). 

Identity and Access Management 
 
The IAM domain achieved Level 4 (Managed), 

indicating a mature approach to authentication, 
authorisation, and identity administration. The 
assessment identified comprehensive support for 

enterprise authentication mechanisms, including 
 

multi-factor authentication (MFA), role-based 
access control (RBAC), centralised identity 
administration, and federated identity management 

based on Security Assertion Markup Language 
(SAML). Together, these capabilities provide a 
robust foundation for controlling user access to 

cloud ERP resources while reducing the risk of 
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unauthorised access (Infor OS Security 
Administration Guide, n.d.; Infor Federated Security, 
n.d.). 

 
The assessment also confirmed support for 
configurable authentication policies, delegated 

administration, service account management, and 
integration with external identity providers. These 
capabilities support centralised identity 

management consistent with the principle of least 
privilege and strengthen identity protection by 
enabling federated authentication through 

enterprise identity providers (Infor OS User 
Administration Guide, n.d.). 
 

Although authentication, authorisation, and identity 
federation demonstrated mature, well-documented 
capabilities, the available documentation provides 

limited evidence of advanced identity governance 
mechanisms, including automated access 

recertification, segregation-of-duties (SoD) analysis, 
privileged access management (PAM), and 
continuous identity risk assessment. While these 

capabilities may exist within broader enterprise 
security ecosystems, they cannot be verified from 
publicly available technical documentation. 

 
The findings indicate that Infor CSI provides mature 
identity protection capabilities supported by 

documented technical controls. However, the 
available evidence was insufficient to justify the 
highest maturity level. 

 
Application and Platform Security 
 

The Application and Platform Security domain 
achieved Level 4 (Managed), reflecting a mature 
implementation of technical and organisational 

security controls. The assessment covered four 
 

dimensions: infrastructure security, secure 
configuration, vulnerability management, and 
platform protection, demonstrating that security is 

embedded throughout the design, deployment, and 
operation of the cloud ERP platform (Infor Trust 
Center, n.d.). 

 
The assessment identified substantial evidence of 
secure cloud infrastructure management, including 

documented security controls, centralised security 
administration, and internationally recognised 
compliance certifications. Secure configuration is 

supported by documented administrative 
procedures enabling organisations to configure 
authentication policies, security domains, session 

management, and other platform security settings 
in a controlled and consistent manner (Infor OS 
Security Administration Guide, n.d.; Infor 

Information Security Plan, 2023). 
 

The vulnerability management dimension also 
demonstrated a high level of maturity. Official 
documentation outlines coordinated vulnerability 

disclosure procedures, structured security 
assessments, and regular maintenance processes to 
identify and mitigate security weaknesses 

throughout the platform lifecycle. Secure cloud 
architecture, encrypted communications, tenant 
isolation, and layered infrastructure protection 

further support platform protection. 
 
Although all four assessment dimensions 

demonstrated mature capabilities, the publicly 
available documentation provides limited evidence 
of advanced infrastructure hardening techniques, 

autonomous threat-prevention mechanisms, and 
internal security engineering practices. 
Consequently, the available evidence supports a 

managed cybersecurity environment but is 
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insufficient to justify the highest maturity level. 
 
The findings indicate that Application and Platform 

Security is one of the strongest cybersecurity 
domains of the evaluated platform. Comprehensive 
documentation of security controls, centralised 

administration, and vulnerability management 
demonstrates a mature and well-managed security 
environment. 

 
Data Protection and Privacy 
 

The Data Protection and Privacy domain achieved 
Level 3 (Defined). The assessment covered four 
dimensions: data encryption, data lifecycle 

protection, backup and recovery, and privacy 
protection. While it identified a comprehensive 
organisational framework supporting data 

protection and privacy, the publicly available 
documentation provided less detailed evidence for 

several advanced technical controls than in other 
assessment domains (Infor Data Privacy, 2024). 
 

The privacy protection dimension demonstrated the 
highest level of maturity. Official documentation 
describes established privacy governance practices, 

compliance with the General Data Protection 
Regulation (GDPR), and policies governing the 
processing, protection, and management of 

customer data. These measures indicate that privacy 
management is formally integrated into the 
platform's governance framework (Infor Information 

Security Plan, 2023; Infor Trust Center, n.d.). 
 
The documentation also describes administrative, 

technical, and physical safeguards for protecting 
customer information throughout its lifecycle. In 
addition, backup and recovery mechanisms are 

incorporated into the SaaS operating model to 

support service availability and organisational 
resilience. 
 

However, publicly available documentation 
provides limited evidence for several important 
aspects of data protection, including encryption key 

management, secure data deletion procedures, 
product-specific data retention mechanisms, and 
recovery objectives for individual ERP services. 

Because the CECAF assigns capability levels solely 
on verifiable, documented evidence, these 
limitations influenced the assessment. 

 
The findings indicate mature organisational privacy 
governance and well-established data protection 

practices. However, the available evidence was 
insufficient to verify several advanced technical 
capabilities. Consequently, the assessment reflects 

the availability of documented technical evidence 
rather than deficiencies in the platform's overall 

approach to data protection and privacy. 
 
Integration and API Security 
 
The Integration and API Security domain achieved 
Level 4 (Managed), demonstrating a mature 

approach to securing the platform's integration 
architecture. The assessment covered four 
dimensions: API authentication, secure 

communication, API management, and integration 
security. Together, these dimensions indicate that 
Infor CSI provides a robust framework for secure 

communication between the ERP platform and 
external applications, services, and enterprise 
systems (Infor ION API Administration Guide, n.d.; 

Infor OS API Gateway Administration Guide, n.d.). 
 
The strongest evidence was identified in the API 

authentication and API management dimensions. 
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Official documentation describes the 
implementation of OAuth 2.0 authentication, bearer 
token authorisation, centralised management of 

authorised applications, and secure client 
registration through the API Gateway. These 
mechanisms provide standardised authentication 

and authorisation procedures widely recognised as 
best practices for protecting APIs (Infor ION API 
Administration Guide, n.d.). 

 
The secure communication dimension further 
demonstrates platform maturity by enabling 

encrypted communication via HTTPS and Transport 
Layer Security (TLS). Together with centralised API 
administration and secure integration mechanisms, 

these controls help ensure the confidentiality, 
integrity, and authenticity of information exchanged 
between interconnected systems. 

 
The integration security dimension supports secure 

system-to-system communication through 
standardised authentication flows, controlled API 
access, and secure integration services. These 

capabilities enable organisations to integrate Infor 
CSI with heterogeneous enterprise environments 
while maintaining consistent security controls 

across multiple integration points. 
 
Overall, the available evidence demonstrates a 

mature integration security architecture supported 
by well-documented technical controls. However, 
publicly available documentation provides limited 

evidence of advanced API threat detection, adaptive 
protection mechanisms, behavioural analytics, and 
automated protection against API abuse. 

Consequently, the findings support a mature 
integration security capability, although the 
available evidence was insufficient to justify the 

highest maturity level. 
 

Monitoring, Logging and Auditability 
 
The Monitoring, Logging, and Auditability domain 

achieved Level 3 (Defined). The assessment covered 
four dimensions: audit logging, security monitoring, 
event traceability, and incident support. Although 

comprehensive capabilities supporting auditability 
and operational transparency were identified, the 
available documentation provides limited evidence 

regarding advanced security monitoring and 
automated incident response capabilities (Infor 
Audit Logging Documentation, n.d.). 

 
Among the four assessment dimensions, audit 
logging and event traceability demonstrated the 

highest level of maturity. Official documentation 
describes configurable audit logs for user activities, 
administrative actions, authentication events, and 

system operations. These capabilities establish 
comprehensive traceability of critical activities 

within the cloud ERP environment and provide a 
strong foundation for internal controls, compliance 
verification, and digital forensic investigations 

(Infor ION API Administration Guide, n.d.; Infor Trust 
Center, n.d.). 
 

The documentation also describes monitoring 
capabilities for operational processes, API 
transactions, and administrative activities. In 

addition, Infor maintains a structured vulnerability 
reporting programme enabling security researchers 
and customers to report suspected vulnerabilities 

through established disclosure procedures. These 
processes contribute to continuous platform 
security improvement and strengthen 

accountability throughout the security lifecycle. 
 
However, the available evidence provides limited 

insight into capabilities typically associated with 
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highly mature security operations, including 
integrated SIEM, automated threat detection, 
security orchestration, behavioural anomaly 

detection, and automated incident response. As 
these capabilities could not be verified through 
publicly available documentation, they were not 

considered in the maturity assessment. 
 
The findings indicate strong support for auditability, 

accountability, and operational monitoring. 
However, the available evidence was insufficient to 
verify advanced operational cybersecurity 

capabilities typically associated with the highest 
maturity level. 
 

Compliance, Governance, and Resilience 
 
The Compliance, Governance and Resilience domain 

achieved Level 4 (Managed), indicating a mature 
governance framework supported by internationally 

recognised compliance practices and documented 
resilience measures. The assessment covered four 
dimensions: regulatory compliance, security 

governance, business continuity, and risk 
management (Infor Trust Center, n.d.). 
 

The strongest evidence was identified in the 
regulatory compliance and security governance 
dimensions. Official documentation demonstrates 

that Infor maintains internationally recognised 
certifications and assurance programmes, including 
ISO certifications and SOC assurance reports, 

complemented by documented information security 
policies and privacy management practices. 
Together, these mechanisms establish a formal 

governance structure supporting regulatory 
compliance and the consistent implementation of 
cybersecurity controls across the cloud ERP 

environment (Infor Information Security Plan, 2023; 
Infor Business Continuity Plan Overview, 2020). 

The business continuity dimension also 
demonstrated a high level of maturity. Publicly 
available documentation describes business 

continuity and disaster recovery planning, including 
organisational procedures for maintaining service 
availability and recovering from operational 

disruptions. These measures strengthen platform 
resilience and support the continuity of critical 
business services. 

 
In contrast, the risk management dimension was 
supported primarily by documented vulnerability 

disclosure procedures and organisational security 
management practices. While these mechanisms 
demonstrate a structured approach to identifying 

and addressing security risks, the available 
documentation provides limited evidence of 
enterprise-wide cybersecurity risk metrics, 

continuous resilience testing, quantitative risk 
assessment, and governance performance 

indicators. Consequently, the available evidence 
was insufficient to verify the most advanced risk 
management capabilities. 

 
The findings indicate that Infor CSI is supported by 
a mature governance framework integrating 

compliance, security management, and operational 
resilience. However, the available evidence was 
insufficient to justify the highest maturity level 

(Infor Trust Center, n.d.; Infor Information Security 
Plan, 2023; Infor Business Continuity Plan 
Overview, 2020). 

 
Overall Assessment of the CECAF Capability Profile 
 

The overall CECAF capability profile indicates that 
Infor CSI demonstrates a consistently high level of 
cybersecurity capability across the evaluated 

domains. Four domains achieved Level 4 (Managed), 
reflecting mature implementation of technical 
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security controls, centralised administration, secure 
integration mechanisms, and governance practices. 
The remaining two domains—Data Protection and 

Privacy and Monitoring, Logging and Auditability—
achieved Level 3 (Defined). 
 

These lower maturity levels should not be 
interpreted as evidence of weaker cybersecurity 
controls. Instead, they reflect the evidence-based 

assessment principles of the CECAF, under which 
capability levels were assigned exclusively based on 
publicly verifiable technical evidence. Where 

sufficient evidence was unavailable to verify 
advanced cybersecurity capabilities, higher maturity 
levels were not assigned. 

 
This assessment approach enhances 
methodological transparency and reproducibility by 

emphasising documented technical capabilities 
rather than vendor claims or marketing materials. 

Consequently, the resulting capability profile 
represents an evidence-based evaluation of publicly 
documented cybersecurity capabilities rather than a 

comprehensive audit of all security mechanisms 
implemented within the platform. 
 

Overall, the findings demonstrate that Infor CSI 
provides a mature cybersecurity environment 
characterised by robust identity management, 

secure cloud platform architecture, standardised API 
security, and comprehensive governance practices. 
They also highlight the importance of transparent 

technical documentation when assessing 
cybersecurity capabilities in cloud ERP platforms. 
This observation provides the basis for discussing 

the findings, their relationship to existing 
cybersecurity frameworks and prior research, and 
the methodological contribution of the CECAF. 

 
 
 

Discussion 
 
The primary objective of this study was to evaluate 

the cybersecurity capabilities of a cloud ERP 
platform using the proposed CECAF and to examine 

whether an evidence-based analytical framework 
can provide a transparent, systematic, and 
reproducible approach to cybersecurity assessment 

based on publicly available technical 
documentation. The assessment demonstrated that 
Infor CSI exhibits a consistently high level of 

cybersecurity capability, with four assessment 
domains achieving Level 4 (Managed) and two 
achieving Level 3 (Defined). Overall, the findings 

indicate that cybersecurity within the evaluated 
cloud ERP platform is supported by an integrated 
combination of technical controls, administrative 

mechanisms, and governance practices rather than 
isolated security measures. 
 

Although the Data Protection and Privacy and 
Monitoring, Logging and Auditability domains 
achieved Level 3 (Defined), these results should not 

be interpreted as evidence of weaker cybersecurity 
capabilities. Instead, they reflect the limited 
availability of publicly verifiable technical evidence 

for advanced capabilities, including encryption key 
management, behavioural monitoring, security 
operations, and automated incident response. 

Consequently, while such capabilities may be 
implemented within the platform, they could not be 
independently verified using the evidence available 

at the time of the assessment. 

 
This observation highlights an important 

methodological contribution of the CECAF. The 
findings demonstrate that cybersecurity capability 
assessment depends not only on the 
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implementation of security controls but also on the 
availability of verifiable technical evidence to 
support them. By assigning capability levels 

exclusively on documented evidence, the CECAF 
promotes a transparent, reproducible, and 
evidence-based assessment while reducing reliance 

on vendor claims or marketing materials. 
 
Taken together, these findings demonstrate that the 

CECAF addresses the identified research gap by 
providing a structured methodology for assessing 
cybersecurity capabilities in cloud ERP platforms, 

supported by documented technical evidence. 
 
The findings are broadly consistent with previous 

research identifying identity and access 
management, secure cloud infrastructure, 
governance, and secure integration as fundamental 

components of cloud ERP cybersecurity (Lee et al., 
2024; Anica-Popa et al., 2024; NIST, 2024). 

Consistent with these studies, the assessment 
confirms that effective cloud ERP cybersecurity 
depends on the coordinated implementation of 

technical, organisational, and governance controls 
rather than isolated security mechanisms. 
 

The high maturity observed in the IAM and 
Integration and API Security domains reinforces 
previous research highlighting secure 

authentication, identity federation, API protection, 
and secure interoperability as essential 
requirements for cloud-based enterprise systems 

(Rose et al., 2020; Bertino, 2021; NIST, 2024). As 
cloud ERP platforms become increasingly 
interconnected with external applications and cloud 

services, these capabilities become critical for 
maintaining secure enterprise environments. 
 

The findings for Data Protection and Privacy and 
Monitoring, Logging and Auditability also support 

previous research emphasising privacy governance, 
regulatory compliance, continuous monitoring, 
auditability, and incident response as key 

cybersecurity capabilities in cloud environments 
(ISO/IEC, 2022; NIST, 2024; Anica-Popa et al., 2024). 
However, this study extends existing research by 

demonstrating that cybersecurity assessment 
should distinguish between implemented security 
capabilities and those that can be independently 

verified through official technical documentation. 
By incorporating documented technical evidence as 
an explicit assessment criterion, the CECAF 

strengthens the objectivity and reproducibility of 
cybersecurity capability assessment. 
 

Compared with previous cloud ERP research, the 
principal contribution of this study lies not in 
identifying additional cybersecurity controls but in 

providing a structured methodology for evaluating 
documented cybersecurity capabilities. While 

existing studies have primarily focused on 
cybersecurity risks, adoption challenges, 
governance issues, and conceptual security 

requirements, the CECAF integrates assessment 
domains, predefined evaluation criteria, 
documented technical evidence, and capability 

maturity levels into a single analytical framework. 
In doing so, it complements existing cybersecurity 
maturity research by enabling transparent, 

systematic, and comparable assessments across 
cloud ERP platforms (Liyanage et al., 2024; Rose et 
al., 2020). 

 
The findings have several theoretical implications 
for cloud ERP cybersecurity research. First, the 

primary contribution of this study is the 
development of the CECAF, which addresses the 
identified research gap by providing a structured 

analytical framework integrating cybersecurity 
assessment domains, predefined assessment 
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criteria, documented technical evidence, and 
capability maturity levels into a unified evaluation 
methodology. While previous studies have primarily 

focused on cybersecurity risks, security controls, or 
challenges in cloud ERP adoption, the CECAF 
provides a systematic approach for evaluating 

cybersecurity capabilities using consistent, 
transparent assessment criteria. In this respect, it 
contributes to the growing body of research on 

cybersecurity capability maturity assessment by 
operationalising cybersecurity evaluation within the 
context of cloud ERP platforms (Brezavšček & 

Baggia, 2025). 
 
Second, this study demonstrates the application of 

the CECAF through a real-world case research of 
Infor CSI. Rather than presenting the framework as 
a conceptual model, it shows how publicly available 

official technical documentation can be 
systematically analysed to produce an evidence-

based cybersecurity capability profile. This 
demonstrates the practical feasibility and 
reproducibility of the proposed methodology and 

provides a foundation for future comparative 
studies across cloud ERP platforms. 
 

Third, the study contributes methodologically by 
demonstrating that the transparency and 
completeness of official technical documentation 

directly influence the objectivity and reproducibility 
of cybersecurity capability assessment. Accordingly, 
cybersecurity maturity should be evaluated not only 

by implemented security mechanisms but also by 
the availability of verifiable technical evidence 
supporting those mechanisms. This complements 

recent research on cybersecurity capability maturity 
models by emphasising the importance of evidence-
based assessment principles (Brezavšček & Baggia, 

2025; Liyanage et al., 2024). 
 

From a practical perspective, the CECAF provides 
organisations with a structured methodology for 
evaluating cybersecurity capabilities during cloud 

ERP selection, implementation, governance, and 
periodic security reviews. By applying consistent 
assessment domains and predefined capability 

maturity criteria, it enables transparent and 
comparable evaluations based on publicly available 
technical documentation, reducing reliance on 

marketing materials or subjective assessments and 
supporting more informed decision-making. 
 

Although this study focused on Infor CSI, the CECAF 
was designed to be vendor-independent and can be 
applied to other cloud ERP platforms with sufficient 

official technical documentation. As a result, the 
framework provides a practical basis for 
benchmarking cybersecurity capabilities across 

cloud ERP solutions using a consistent, transparent, 
and reproducible assessment methodology. 

 

Conclusion 
 
This study achieved its objective by developing and 
demonstrating the CECAF for systematically 
evaluating cybersecurity capabilities in cloud ERP 

platforms. Using Infor CSI as a case research, the 
framework was applied to assess six cybersecurity 
domains based exclusively on publicly available 

official technical documentation. The results 
indicate a consistently high level of cybersecurity 
capability, with four domains achieving Level 4 

(Managed) and two achieving Level 3 (Defined). 
More importantly, the findings demonstrate that an 
evidence-based assessment approach enables 

transparent and reproducible evaluation of cloud 
ERP cybersecurity capabilities. 
 

By addressing the identified research gap, this study 
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makes three principal contributions. First, it 
develops the CECAF, a structured analytical 
framework for systematically evaluating 

cybersecurity capabilities in cloud ERP platforms. 
Second, it demonstrates the practical application of 
the framework through an evidence-based 

assessment of Infor CSI using publicly available 
technical documentation. Third, it highlights the 
methodological importance of transparent and 

comprehensive technical documentation for 
objective, reproducible, and consistent 
cybersecurity capability assessment. 
 

From a practical perspective, the CECAF provides 

organisations with a structured methodology to 
support cloud ERP selection, implementation, 
governance, and periodic cybersecurity 

assessments. By applying consistent assessment 
domains and predefined capability maturity criteria, 
it enables transparent and comparable evaluations 

across cloud ERP platforms. 
 

Several limitations should be acknowledged. First, 
 

the study is based on a single cloud ERP case, 
limiting the generalisability of the findings. Second, 
the assessment relied exclusively on publicly 

available official technical documentation; as a 
result, proprietary cybersecurity mechanisms could 
not be evaluated. Finally, because cloud ERP 

platforms and their technical documentation 
continuously evolve, the findings represent 
documented cybersecurity capabilities at the time 

of the assessment. 

 
Future research should apply the CECAF to 

additional cloud ERP platforms, including SAP 
S/4HANA Cloud, Microsoft Dynamics 365, Oracle 
Fusion Cloud ERP, and Odoo, to enable comparative 

cybersecurity assessments across vendors. Further 
validation through multiple case studies, expert 
evaluations, and longitudinal assessments would 

strengthen the framework and support the 
continued development of evidence-based 
methodologies for cloud ERP cybersecurity 

assessment. 
 
 

Data Availability: Findings in this paper are based on publicly available technical documentation of  
Infor CSI (Infor, n.d.). 
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Razvoj ocenjevalnega okvira kibernetske varnosti za ERP-rešitve 

v oblaku (CECAF): ocenjevanje zmogljivosti kibernetske varnosti 

oblačnih ERP-platform 
 
 

Izvleček 
 

Namen raziskave je razviti okvir za ocenjevanje kibernetske varnosti ERP-rešitev v oblaku (CECAF), ki 
omogoča sistematično vrednotenje zmogljivosti kibernetske varnosti oblačnih ERP-platform. Okvir je bil 
razvit s sintezo znanstvene literature, mednarodno priznanih standardov kibernetske varnosti, načel 

ocenjevanja zrelosti zmogljivosti kibernetske varnosti in specifičnih zahtev kibernetske varnosti ERP-
rešitev v oblaku. Njegova uporabnost je prikazana na primeru ocenjevanja rešitve Infor CloudSuite na 
podlagi javno dostopne uradne tehnične dokumentacije. Ugotovitve kažejo, da CECAF omogoča 

strukturirano, pregledno in ponovljivo vrednotenje zmogljivosti kibernetske varnosti na več ocenjevalnih 
področjih. Raziskava prispeva k razvoju področja z uvedbo analitičnega ocenjevalnega okvira, 
prilagojenega ERP-platformam v oblaku, ter poudarja metodološki pomen dokumentiranih tehničnih 

dokazov za objektivno ocenjevanje zmogljivosti kibernetske varnosti. Okvir zagotavlja praktične smernice 
za ocenjevanje kibernetske varnosti in primerjalno vrednotenje ERP-platform v oblaku. 
 

Ključne besede: ERP-rešitve v oblaku; kibernetska varnost; okvir za ocenjevanje kibernetske varnosti; 
ocenjevanje zmogljivosti kibernetske varnosti; ocenjevanje na podlagi dokazov; zrelost kibernetskih 
zmogljivosti. 
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